How to Write an Open Diameter Client or Server Application

Required Classes


In developing a Credit Control application with the Open Diameter library there are involved the following main classes (next to each class is presented a short description):

AAAMessage:

A class used for carrying AAAAvpContainerList and AAADiameterHeader class instances between applications and the API

AAAAvpContainerList:

A class that defines a list of AAAAvpContainer entries and methods for manipulating the list

AAADiameterHeader:

A class used for storing Diameter header fields.

AAAAvpContainerEntry:

A union structure to store the value of any type of AVP.

AAAServerSession:

Derived class to provide functionality of a diameter server. Applications MAY derive from this class or use it directly. Typically, a AAAServerSession or its derived object is created by the application core on arrival of a request message with no matching session. The application SHOULD NOT create instances of AAAServerSession but allow AAAServerSessionCreator object to do this process.

AAAClientSession:

Derived class to provide functionality of a diameter client.
AAAAccountingXMLRecTransformer:
This is a default transformer provided by the Open Diameter library. When used with a session object the transformer will convert the AAAMessage to an XML string.

AAAMessageControl:

This class allows a client application to send messages to a destination. It provides diameter client the functionality to direct a message to a particular server, determine the server for a message, etc. It also allows a server to respond to messages received from clients.

The model provided for message control is to associate it with an existing session since the functionality provided is for delivery of messages to known entities via established sessions. The message control class requires an instance of a session and therefore associates the message control to the application core.

AAASessionMessageHandler:

This class provides strict association between a handler and a message command code. The methodology used in message handling is that there is a one-to-one association between a command code and a message event handler. Hence, applications wishing to process a specific message needs to inherit this class and implement it's HandleMessage() method to receive messages with the specified command code.

AAAApplicationCore:


An application identifies itself to the Diameter class library by an instance of the application core. All other classes are services that operate using an instance of the core. This is not a class hierarchy in the strict sense of object oriented methodology; rather, it is a service hierarchy. Instances of service classes maybe transient but their effect on the application core is persistent.


It performs initialization and configuration of the AAA class library. An instance of this object must be created for the class library to be usable. Some of the operations that may be performed by this object include opening and loading the AVP and vendor dictionaries, opening and loading diameter routing tables, opening connections with Diameter peers, loading Diameter extension libraries.


Next are provided some class hierarchy diagrams, describing the inheritance process that should normally take place when developing an Open Diameter based Credit Control application (Open Diameter classes are in bold whereas application classes are italicized):
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XML transformer and the HandleMessage() method


Once a request message has been sent, the question that arises is how to capture it and handle its content. The class AAAEventHandler (both AAAClientSession and AAAServerSession are AAAEventHandlers) defines the method HandleMessage() with the following signature: 

AAAReturnCode HandleMessage(AAAMessage &msg)

This method is invoked by the library when an incomming message needs to be delivered to the application. This event occurs only after a valid message with a session id matching the session id has been received. The msg argument is pre-allocated by the library and is valid only within the context of this method. It is the responsibility of the derived class to override this function and capture the events.
Another approach is to use the class AAAAccountingXMLRecTransformer which is a subclass of AAAAccountingRecTransformer. This defines the transformer base class that must be implemented by the application to convert the AAAMessage to an application suitable record. The use of record transformer is not mandatory for converting data. The application can implement it's own converter within the HandleMessage() method. However, the record transformer provides a formal and recommended way of providing record abstraction within the session object. The method OutputMessage(AAAMessage *origMsg) is used for application specific record outputting (you can use it to pass the record to archive entities like databases). The method is automatically called, and in order to have it achieved you need to call the method SetTransformer(AAAAccountingRecTransformer *trns) of the AAAAccountingServerSession class with the specific transformer.
Adding and reading AVPs


Below is presented a client request message, after being converted to an XML string: you may observe all the AVPs sent to the server (they are direct or indirect descendants of the <Avp> element. Some of them can be grouped AVPs (they have other AVPs as values), for instance Multiple-Services-Credit-Control, and Used-Service-Unit.

<Message><version>1</version><flags error="0" proxiable="0" request="1" retrans="0"/><code>272</code><appId>4</appId><HopId>737313720</HopId><EndId>2545017041</EndId><Avp><Session-Id>.;1106725243;0;41f7497b</Session-Id><Origin-Host>bucuresti</Origin-Host><Origin-Realm>research1.org</Origin-Realm><Destination-Realm>research2.org</Destination-Realm><Auth-Application-Id>4</Auth-Application-Id><Service-Context-Id>sample service</Service-Context-Id><CC-Request-Type>3</CC-Request-Type><CC-Request-Number>4</CC-Request-Number><User-Name>sample user</User-Name><CC-Sub-Session-Id>0</CC-Sub-Session-Id><Acct-Multi-Session-Id>sample multi sid</Acct-Multi-Session-Id><Origin-State-Id>0</Origin-State-Id><Multiple-Services-Credit-Control><Used-Service-Unit><CC-Time>420</CC-Time></Used-Service-Unit></Multiple-Services-Credit-Control><Route-Record>bucuresti</Route-Record></Avp></Message>


In order to send such a request to the server, the client must acquire the containers associated with the AVPs. This is done through the method acquire() of the AAAAvpContainerManager class. Then there must be acquired a reference an entry of a specific type (e.g. UINTEGER32 or UTF_8_STRING). Using dataRef() method on the reference, one can get a reference to the data the entry above points to. After modifying this data, the entry can be added to the container using the add() method of the AAAAvpContainer class.


This process is featured below for the “CC-Request-Type”, “CC-Request-Number”, and “User-Name” AVPs:
AAAAvpContainerManager cm;

AAAAvpContainerEntryManager em;

AAAAvpContainer *c_reqtype = cm.acquire("CC-Request-Type");

AAAAvpContainer *c_reqnum = cm.acquire("CC-Request-Number");

AAAAvpContainer *c_user = cm.acquire("User-Name");

AAAAvpContainerEntry *e;

e = em.acquire(AAA_AVP_UINTEGER32_TYPE);

diameter_unsigned32_t &reqtype = e->dataRef(Type2Type<diameter_unsigned32_t>());

c_reqtype->add(e);

e = em.acquire(AAA_AVP_UINTEGER32_TYPE);

diameter_unsigned32_t &reqnum = e->dataRef(Type2Type<diameter_unsigned32_t>());

c_reqnum->add(e);

e = em.acquire(AAA_AVP_UTF8_STRING_TYPE);

diameter_utf8string_t &user = e->dataRef(Type2Type<diameter_utf8string_t>());

c_user->add(e);


For adding a grouped AVP, the process is quite similar to the one described above, the only difference consisting of specifying the type diameter_grouped_t (which is AAAAvpContainer) when getting the reference to the data the (grouped) entry points to. Then simply add the container to its parent container, as if it were an entry. 

In the code fragment, "Multiple-Services-Credit-Control", "Granted-Service-Unit", "Requested-Service-Unit", and "Used-Service-Unit" are grouped AVPs:
//  create grouped AVPs:

AAAAvpContainer *c_multServCC = cm.acquire("Multiple-Services-Credit-Control");

e = em.acquire(AAA_AVP_GROUPED_TYPE);

diameter_grouped_t &multServCC = e->dataRef(Type2Type<diameter_grouped_t>());

c_multServCC->add(e);

//  Acquiring direct children of the "Multiple-Services-Credit-Control" AVP:

AAAAvpContainer *c_grantServUnit = cm.acquire("Granted-Service-Unit");

AAAAvpContainer *c_reqServUnit = cm.acquire("Requested-Service-Unit");

AAAAvpContainer *c_usedServUnit1 = cm.acquire("Used-Service-Unit");

AAAAvpContainer *c_ccTime = cm.acquire("CC-Time");

//  Declaring AVP grouped container entries of the root

//  "Multiple-Services-Credit-Control" grouped AVP:

AAAAvpContainerEntry *e2, *e3, *e4, *es6;

e2 = em.acquire(AAA_AVP_GROUPED_TYPE);

e3 = em.acquire(AAA_AVP_GROUPED_TYPE);

e4 = em.acquire(AAA_AVP_GROUPED_TYPE);

es6 = em.acquire(AAA_AVP_UINTEGER32_TYPE);

//  Getting container lists for children grouped AVPs:

diameter_grouped_t &grantServUnit = e2->dataRef(Type2Type<diameter_grouped_t>());

diameter_grouped_t &reqServUnit = e3->dataRef(Type2Type<diameter_grouped_t>());

diameter_grouped_t &usedServUnit1 = e4->dataRef(Type2Type<diameter_grouped_t>());

diameter_unsigned32_t &ccTime = es6->dataRef(Type2Type<diameter_unsigned32_t>());

ccTime = 420;

//  Adding nested AVPs to their containers:

c_grantServUnit->add(e2);

c_reqServUnit->add(e3);

c_usedServUnit1->add(e4);

c_ccTime->add(es6);

c_ccTime2->add(es7);

usedServUnit1.add(c_ccTime);

//  Adding nested grouped AVPs to the parent grouped AVPs:

multServCC.add(c_grantServUnit);

multServCC.add(c_reqServUnit);

multServCC.add(c_usedServUnit1);


Before sending a request, an object of type AAAMessage must be instantiated, set its header fields (member variable hdr is of type AAADiameterHeader), and all the AVP containers must be added, using method add(), to the message’s container list (field acl). Till the message is sent, it still can be modified as shown in the code snippet:

//create message

AAAMessage ccMsg;

//set header

hdr_flag flag = {1,0,0,0,0};

AAADiameterHeader h(1, //version; must be 1

                       0, //Initial length

                       flag, //Header flag value

                       CCClientSession::CCR, //Message command code

                       4, //Diameter application ID

                       0, //Hop-to-Hop ID

                       0 //End-to-End ID

                       );

ccMsg.hdr = h; //header

//set AVPs

ccMsg.acl.add(c_reqtype);

ccMsg.acl.add(c_reqnum);

ccMsg.acl.add(c_user);

//  add grouped AVPs:

ccMsg.acl.add(c_multServCC);

reqtype = type;

reqnum = ++ rec_counter;

user.assign("sample user");

The following code fragment illustrates how is it possible to parse the client request (contained in string record) such that to get hold of the specific CC-Time AVP value. The code makes use of the Xerces C++ parser.

XercesDOMParser *parser = new XercesDOMParser();

MemBufInputSource *memBufIS = new MemBufInputSource((const XMLByte*) record,

                                                           strlen((char*) record),

                                                           (XMLCh*) NULL,

                                                           false);

parser->parse(*memBufIS);

DOMDocument *doc = parser->getDocument();

if (doc != NULL) {

  //  Reading Used-Service-Unit element :

  XMLCh tempStr[MEDIUM_BUFFER_LEN + 1];

  XMLString::transcode("Used-Service-Unit", tempStr, MEDIUM_BUFFER_LEN);

  DOMNodeList *list = doc->getElementsByTagName(tempStr);

  if (list != NULL) {

    DOMNode *node = list->item(0);

    if (node != NULL) {

      XMLString::transcode("CC-Time", tempStr, MEDIUM_BUFFER_LEN);

      DOMNodeList *list = ((DOMElement*) node)->getElementsByTagName(tempStr);

      if (list != NULL) {

        DOMElement *ccTimeElem = (DOMElement*) list->item(0);

        if (ccTimeElem != NULL) {

          DOMText* ccTimeText = (DOMText*) ccTimeElem->getFirstChild();

          if (ccTimeText != NULL) {

            const XMLCh *reqCCTime = ccTimeText->getNodeValue();

            char *reqCCTimeStr = XMLString::transcode(reqCCTime);

            this->usedUnits = atoi(reqCCTimeStr);

            XMLString::release(&reqCCTimeStr);

          } else {

            ACE_ERROR((LM_ERROR, "(%P|%t) No text content for Used-Service-Unit/CC-Time element of request found in OutputRecord() method\n"));

          }

        } else {

          ACE_ERROR((LM_ERROR, "(%P|%t) No Used-Service-Unit/CC-Time element of request found in OutputRecord() method\n"));

        }

      } else {

        ACE_ERROR((LM_ERROR, "(%P|%t) In request, element Used-Service-Unit has no children of type CC-Time in OutputRecord() method\n"));

      }

    }

  } else {

    ACE_ERROR((LM_ERROR, "(%P|%t) No Used-Service-Unit element found in XML request in OutputRecord() method\n"));

  }

} else {

  ACE_ERROR((LM_ERROR, "(%P|%t) Empty request DOM document returned in OutputRecord() method\n"));

}

doc->release();

delete memBufIS;

delete parser;

Describing the application ID


Each application used with the Open Diameter library must have a unique ID. For instance, for authentication requests the ID is 0, while for Credit Control the application ID is 4. In the configuration file, there is a list of <auth_application_id> elements representing the authentication application IDs that will be broadcasted to peers. The list of locally supported accounting application IDs is specified using <acct_application_id> elements.


In the server application, the fragment of code responsible for creating the server factories for authentication and accounting and registering them with the core application is:

  serverFactory authFactory(0, AAA_STYPE_AUTHENTICATION);

  CCServerSessionFactory ccFactory(4, AAA_STYPE_ACCOUNTING);

  //  register the factory to our application core.    

  myCore.RegisterServerSessionFactory(&authFactory);

  myCore.RegisterServerSessionFactory(&ccFactory);


Inside client code, the code fragment responsible for that is given below:

AAASampleClient(applicationCore, applicationID);

where applicationCore is a reference to the AAAApplicationCore, and applicationID is the ID of the application (4 for Accounting).

Configuration files:


The Open Diamter library has three configuration files: server.local.xml, client.local.xml, and dictionary.xml.

Following the pattern of the configuration.xml file, both the server and the client can be configured using the server.local.xml, and client.local.xml files. Amongst other things, these configuration files should contain:

· Product, version and vendor ID information specified here will be embedded in the CER message

· Software revision number. For Open Diameter this is equivalent to the Firmware-Revision AVP in the CER

· Vendor id of diameter entity broadcast to peers in the CER

· List of locally supported vendor id's.
· List of locally supported auth application id's.

· List of locally supported acct application id's.

· List of locally supported vendor specific application id's. This contains one or more vendor specific application id's that will be broadcasted to peers.  Each vendor specific application id will contain one or more vendor id's (RFC 3588) and exactly one auth or acct application id

· Path and filename of dictionary file.
The file dictionary.xml would contain the applications the server (client) supports. The Credit Control application for instance has an ID of 4. A Credit Control request has the code 272. Next are the request and response rules for CCR/CCA messages: marked as fixed are the AVPs whose position is fixed in the request (for instance the Session-Id AVP must be the first one). The AVPs that are required (optional) must be present in the body of the <required> (<optional>) element.

The <avprule> elements are used to specify the multiplicity an AVP can have inside a request (response): the attributes minimum and maximum. Default values are 0 for minimum and none for maximum.

  <application id="4" name="CREDIT_CONTROL"

    uri="ftp://ftp.ietf.org/internet-drafts/draft-ietf-aaa-diameter-cc-06.txt">

    <command name="Credit-Control-Request" code="272">

      <requestrules>

        <fixed>

          <avprule name="Session-Id" maximum="1" minimum="1"/>

        </fixed>

        <required>

          <avprule name="Origin-Host" maximum="1" minimum="1"/>

          <avprule name="Origin-Realm" maximum="1" minimum="1"/>

          <avprule name="Destination-Realm" maximum="1" minimum="1"/>

          <avprule name="Auth-Application-Id" maximum="1"/>

          <avprule name="Service-Context-Id " maximum="1"/>

          <avprule name="CC-Request-Type" maximum="1" minimum="1"/>

          <avprule name="CC-Request-Number" maximum="1" minimum="1"/>

        </required>

        <optional>

          <avprule name="Destination-Host" maximum="1"/>

          <avprule name="User-Name" maximum="1"/>

          <avprule name="CC-Sub-Session-Id" maximum="1"/>

          <avprule name="Acct-Multi-Session-Id" maximum="1"/>

          <avprule name="Origin-State-Id" maximum="1"/>

          <avprule name="Event-Timestamp" maximum="1"/>

          <avprule name="Multiple-Services-Credit-Control" maximum="1"/>

          <avprule name="Granted-Service-Unit" maximum="1"/>

          <avprule name="Used-Service-Unit" minimum="3" maximum="3"/>

          <avprule name="Subscription-Id"/>

          <avprule name="Service-Identifier" maximum="1"/>

          <avprule name="Termination-Cause" maximum="1"/>

          <avprule name="Requested-Service-Unit" maximum="1"/>

          <avprule name="Requested-Action" maximum="1"/>

          <avprule name="Multiple-Services-Indicator" maximum="1"/>

          <avprule name="Service-Parameter-Info"/>

          <avprule name="CC-Correlation-Id" maximum="1"/>

          <avprule name="User-Equipment-Info" maximum="1"/>

          <avprule name="Proxy-Info"/>

          <avprule name="Route-Record"/>

          <avprule name="AVP"/>

        </optional>

      </requestrules>

      <answerrules>

        <fixed>

          <avprule name="Session-Id" maximum="1" minimum="1"/>

        </fixed>

        <required>

          <avprule name="Result-Code" maximum="1" minimum="1"/>

          <avprule name="Origin-Host" maximum="1" minimum="1"/>

          <avprule name="Origin-Realm" maximum="1" minimum="1"/>

          <avprule name="Auth-Application-Id" maximum="1" minimum="1"/>

          <avprule name="CC-Request-Type" maximum="1" minimum="1"/>

          <avprule name="CC-Request-Number" maximum="1" minimum="1"/>

        </required>

        <optional>

          <avprule name="User-Name" maximum="1"/>

          <avprule name="CC-Session-Failover" maximum="1"/>

          <avprule name="CC-Sub-Session-Id" maximum="1"/>

          <avprule name="Acct-Multi-Session-Id" maximum="1"/>

          <avprule name="Origin-State-Id" maximum="1"/>

          <avprule name="Event-Timestamp" maximum="1"/>

          <avprule name="Multiple-Services-Credit-Control" maximum="1"/>

          <avprule name="Granted-Service-Unit" maximum="1"/>

          <avprule name="Used-Service-Unit" maximum="2"/>

          <avprule name="Cost-Information" maximum="1"/>

          <avprule name="Final-Unit-Indication" maximum="1"/>

          <avprule name="Check-Balance-Result" maximum="1"/>

          <avprule name="Credit-Control-Failure-Handling" maximum="1"/>

          <avprule name="Direct-Debiting-Failure-Handling" maximum="1"/>

          <avprule name="Validity-Time" maximum="1"/>

          <avprule name="Redirect-Host"/>

          <avprule name="Redirect-Host-Usage" maximum="1"/>

          <avprule name="Redirect-Max-Cache-Time" maximum="1"/>

          <avprule name="Proxy-Info"/>

          <avprule name="Route-Record"/>

          <avprule name="Failed-AVP"/>

          <avprule name="AVP"/>

        </optional>

      </answerrules>

    </command>


The dictionary.xml file is validated against dictionary.dtd. Next are the Credit Control specification draft AVPs (they must be added manually to the dictionary.xml file as with any other AAA application). Their names, codes and components are dictated by the CC draft specification.


In the previous section of the dictionary.xml file (the one that defined the commands, request and answer rules) we just referred the AVPs inside <avprule> elements by their names but did not defined them. That is accomplished in the following section: 

    <!-- ************* DIAMETER CREDIT CONTROL AVPS ************ -->

    <avp name="Service-Context-Id" code="458" mandatory="must"

         may-encrypt="yes">

      <type type-name="UTF8String"/>

    </avp>

    <avp name="CC-Request-Type" code="416" mandatory="must"

         may-encrypt="yes">

      <type type-name="Enumerated"/>

      <enum name="INITIAL_REQUEST" code="1"/>

      <enum name="UPDATE_REQUEST" code="2"/>

      <enum name="TERMINATION_REQUEST" code="3"/>

      <enum name="EVENT_REQUEST" code="4"/>

    </avp>

    <avp name="CC-Request-Number" code="415" mandatory="must"

         may-encrypt="yes">

      <type type-name="Unsigned32"/>

    </avp>

    <avp name="CC-Sub-Session-Id" code="419" mandatory="must"

         may-encrypt="yes">

      <type type-name="Unsigned64"/>

    </avp>

    <avp name="CC-Correlation-Id" code="411" mandatory="must"

         may-encrypt="yes">

      <type type-name="OctetString"/>

    </avp>

    <avp name="CC-Session-Failover" code="418" mandatory="must"

         may-encrypt="yes">

      <type type-name="Enumerated"/>

      <enum name="FAILOVER_NOT_SUPPORTED" code="0"/>

      <enum name="FAILOVER_SUPPORTED" code="1"/>

    </avp>

    <avp name="Check-Balance-Result" code="422" mandatory="must"

         may-encrypt="yes">

      <type type-name="Enumerated"/>

      <enum name="ENOUGH_CREDIT" code="0"/>

      <enum name="NO_CREDIT" code="1"/>

    </avp>

    <avp name="Credit-Control" code="426" mandatory="must"

         may-encrypt="yes">

      <type type-name="Enumerated"/>

      <enum name="CREDIT_AUTHORIZATION" code="0"/>

      <enum name="RE_AUTHORIZATION" code="1"/>

    </avp>

    <avp name="Credit-Control-Failure-Handling" code="427" mandatory="must"

         may-encrypt="yes">

      <type type-name="Enumerated"/>

      <enum name="TERMINATE" code="0"/>

      <enum name="CONTINUE" code="1"/>

      <enum name="RETRY_AND_TERMINATE" code="2"/>

    </avp>

    <avp name="Direct-Debiting-Failure-Handling" code="428" mandatory="must"

         may-encrypt="yes">

      <type type-name="Enumerated"/>

      <enum name="TERMINATE_OR_BUFFER" code="0"/>

      <enum name="CONTINUE" code="1"/>

    </avp>

    <avp name="Service-Identifier" code="439" mandatory="must"

         may-encrypt="yes">

      <type type-name="Unsigned32"/>

    </avp>

    <avp name="Validity-Time" code="448" mandatory="must"

         may-encrypt="yes">

      <type type-name="Unsigned32"/>

    </avp>

    <avp name="Multiple-Services-Indicator" code="455" mandatory="must"

         may-encrypt="yes">

      <type type-name="Enumerated"/>

      <enum name="MULTIPLE_SERVICES_NOT_SUPPORTED" code="0"/>

      <enum name="MULTIPLE_SERVICES_SUPPORTED" code="1"/>

    </avp>

    <avp name="Requested-Action" code="436" mandatory="must"

         may-encrypt="yes">

      <type type-name="Enumerated"/>

      <enum name="DIRECT_DEBITING" code="0"/>

      <enum name="REFUND_ACCOUNT" code="1"/>

      <enum name="CHECK_BALANCE" code="2"/>

      <enum name="PRICE_ENQUIRY" code="3"/>

    </avp>

    <avp name="Multiple-Services-Credit-Control" code="456">

      <grouped>

        <optional>

          <avprule name="Granted-Service-Unit" maximum="1"/>

          <avprule name="Requested-Service-Unit" maximum="1"/>

          <avprule name="Tariff-Change-Usage" maximum="1"/>

          <avprule name="Rating-Group" maximum="1"/>

          <avprule name="Validity-Time" maximum="1"/>

          <avprule name="Result-Code" maximum="1"/>

          <avprule name="Final-Unit-Indication" maximum="1"/>

          <avprule name="Used-Service-Unit"/>

          <avprule name="Service-Identifier"/>

          <avprule name="G-S-U-Pool-Reference"/>

          <avprule name="AVP"/>

        </optional>

      </grouped>

    </avp>

    <avp name="Final-Unit-Indication" code="430">

      <grouped>

        <required>

          <avprule name="Final-Unit-Action" minimum="1" maximum="1"/>

        </required>

        <optional>

          <avprule name="Redirect-Server" maximum="1"/>

          <avprule name="Restriction-Filter-Rule"/>

          <avprule name="Filter-Id"/>

        </optional>

      </grouped>

    </avp>

    <avp name="Final-Unit-Action" code="449">

      <type type-name="Enumerated"/>

      <enum name="TERMINATE" code="0"/>

      <enum name="REDIRECT" code="1"/>

      <enum name="RESTRICT_ACCESS" code="2"/>

    </avp>

    <avp name="Restriction-Filter-Rule" code="438">

      <type type-name="IPFilterRule"/>

    </avp>

    <avp name="Redirect-Server" code="434">

      <grouped>

        <required>

          <avprule name="Redirect-Address-Type" minimum="1" maximum="1"/>

          <avprule name="Redirect-Server-Address" minimum="1" maximum="1"/>

        </required>

      </grouped>

    </avp>

Regarding the multiplicity of different AVPs, this is checked only when sending the message not while constructing the AAAMessage.

Sequence diagrams

The following sequence diagrams describe the steps the programmer would take in order to add an AVP to the request sent to the server (Figure 4), and to retrieve in the server the value of an AVP of a client request (Figure 5). 

While adding an AVP to the request is done with the Diameter API, retrieving the value of it on the server side can be accomplished with de DOM API.

To add an AVP to the request (see previous code listings, also), one must instantiate both a container manager and container entry manager. The call the acquire() method with the specified AVP name and AVP type on these two lifecycle objects. Then calling the dataRef() method an the entry pointer would return a reference to the data this entry is pointing to. That value may be modified with the assign method for string values and directly by reference for numeric values.


Obtaining the value of a request AVP can be done through the following sequence of steps: inside the XMLTransformer object, there can be accessed a member variable, record, marked as protected in the base class AAAAccountingXMLRecTransformer. This variable contains the entire request message as an XML string. Basically, this string would be parsed by a Xerces DOM Parser, after constructing a memory buffer input source object (MemBuffInputSource) from it, and using the resulted object as an XML source for the parser. All that comes next is plain DOM tree manipulation.
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Figure 1. Deriving server and client credit control sessions
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Figure 2. Deriving server and client credit control XML transformer objects
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Figure 3. Defining application-specific (Credit Control) message handler
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Figure 4. Adding AVPs to the request message with the Open Diameter API
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Figure 5. Reading the value of a request AVP with the DOM parser.








